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JOCJILI)KEHHS MATEMATHYHOI MOJIEJII IBOXOIIEPAHIHOI'O
I'PYIHOBOI'O MATPUYHOI'O KPUIITOT'PA®IYHOI'O HEPETBOPEHHS

Y cmammi pozenamymo i meopemuuno 0OIPYHMOBAHO pe3ynbmamu NepesipKu KOpeKmHOCHI
3anponono8anoi mamemamuinoi Mooeni nooyoosu npsamoco ma 0bepHeHo20 080XONEPaAHOHO20 PYNo-
6020 MAMPUUHO20 KPUNMOPADIUHO20 NepemaopeHts 3a 00NOMO2010 MAMEMAMUYHO20 anapamy me-
opii 6n0uHUX Mampuys. 3a pe3yremamamy 00CHONCeHb BCIMAHOBIEHA KOPEKMHICb MameMamuiHoi
Mooeni noby0osu 0b0epHeH020 2PYN0B020 MAMPUUHO20 KPUNMOZPADIYHO20 NEePemBOPeHHsl, KA nepe-
8Ipena Ha NOGHUX MHOMCUHAX 2PYNOBUX | He2pynosux onepayii. 3anpononosana mooeib no6yoosu
00epHeH020 2PYN06020 MAMPUUHO20 KPUNMOZPpApiuHo20 nepemeopenHs 3aoe3neuye KOpeKmHull cut-
me3 00epHeH020 Nepemeoperts NPpu GI0CYMHOCMI He2Pyno8UX Onepayill Ha OCHOBHIL Jia2oHANl MaAm-
puyi epynogoi onepayii. Ompumani pesyromamu niomeepoxcyloms Kopekmmuy nobyoogy obepnenozo
nepemeopents Ha OCHOSI 3anponoHO8anol Mooeli, peanizayis aKoi 3abes3nevye 3MeHueHHs CKIa0HOC-
mi obyucens.

Ompumanuii pe3yibmam noxKasas nPasUIbHiCMb 3HAX00HCEHHS 0bepHenoi mampuyi 3a 00NOMo-
2010 3aNpONOHOBAHOI MOOei.

Knwuogi cnoea: npsme ma obeprene xpunmozpagiune nepemeopenhs, 080XONEePAHOH] Kpun-
moepaghiuni nepemeopeHHs, KOPeKmHICMb MOOei, MampuiHa onepayisi.

AKTyaJIbHICTB J0CHigKeHb. EQexTHBHUI  pUCTaHHS omepauidl KpUNTONEPETBOPEHHA Ta
3axuctT iHdopMmarlii B pealbHOMY 4Yaci (YHKI[IO- alNrOpUTMIB KPUNTOrpadiyHOro MEpEeTBOPECHHS
HyBaHHS  iH(OpMauiiHO-TeIeKOMYHIKaliiiHuX  1BOX OJOKiB 3MiHHMX. B [5] mpoBeneHo po3po6-
CHCTEM HEMOXXJIMBUH 0€3 BUKOPHCTAHHSA KPUNTO- Ky AITOPUTMIB 3aCTOCYBAaHHS OIepaliil MaTpuy-
rpadiuaux MetofiB [1], siki 3a0e3Ne4yIoTh MBUI- HOTO KPHITOrpadiqHOro MEpEeTBOPEHHS Ta OIli-
KOJIif0 amapaTHOTo 3a0e3neueHHs JUI peaji3amii  HIOBaHHS CTATHCTUYHUX BJIACTHBOCTEH pPE3ylib-
mudpyBaHHA. 3axXUCT JaHUX Ta Oe3neka iHpop- TaTiB KpUNTOrpadiuHOro HEpeTBOPEHHS Ha ix
Malii MOMKJIHBI 3a JOMOMOIOI0 BIOCKOHAJIEHHS  OCHOBI.

ICHYIOUMX Ta TOIIYKY HOBHX METOJIB KpPUITO- [Ipore B mux JocmipkeHHsIX HE Oyno chop-
rpagiuHoro 3axucty iHpopmamii [2]. MyJBOBAaHO Ta MaTeMaTHYHO OOIPYHTOBAHO Mpa-

OpauM i3 NUIIXiB BHUpINICHHA I1i€l mpo-  Buia mMoOymoBH OOEpHEHOI omeparii 3a JT0ToMOo-
OeMH € 3aCTOCYBaHHS MATPUYHHMX Olepaliii ol MaTeMaTHYHOTO amapaTy Teopii OJOoYHHX
KpUNTOrpadiqHOro MepeTBOPEHHS U1 PO3POOKH  MaTpHllb.

1 BIOCKOHAJIEHHS KPUIITOAJITOPUTMIB. Merta cTaTTi — JOCIIIHKEHHS 1 OL[IHIOBAH-

AHai3 0CTaHHIX J0CHiKeHb i myOika-  Hs BIACTHBOCTEH MaTEeMaTHYHOI MOJIEIi ABOXOIIE-

niif. Cepen ocTaHHIX MOCTIDKEHb 1 MyOJNiKaIiifi  paHAHOTO rPYMOBOTO MAaTPUYHOTO KpHNTorpadid-
BapTOo BHUAUMTH [3], I€ MOCHIIKEHO BHKOPHUC-  HOTO NEPETBOPEHHS.
TaHHA TPYMOBUX oOIepaliil KpunrorpadiyHoro Buxaan ocHoBHOro Mmartepiajy. B mporre-
NEPETBOPEHHS, 10 3a0e3NeuyroTh MiABUIICHHS  Ci JIOCTIDKCHHS MATPHUYHHUX TPYIOBHX KPHIITO-
SIKOCTI IU(PYBaHHS Ta MOXKIMBICTh pO3WH(Py- TpadiyHUX mepeTBOpeHb [6—7] Oyi0 3ampoIioHo-
BaHHs iH(popmauii, i [4], ne Oymo posrmaHyro BaHO (opmMamizoBaHy MOJENb NPAMOro Ta o0ep-
TUTaHHS ITBUIIEHHS CTIHKOCTI KOMITIOTEPHUX  HEHOTO JBOXOIEPAHIHOTO IPYMOBOTO MAaTPUIHO-
KpunrorpadiqyHuX alTOPUTMIB 32 paXyHOK BUKO-  T'0 KPUNTOIPagidHOrO MEPETBOPEHHS.
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[lepeBipMO KOPEKTHICTH 3alPONOHOBAHOT
MaTeMaTH4HOi Mojesi NoOynoBH OOEpHEHOro
TPYMOBOTO MaTPHYHOTO KpunTorpadivyHoro me-
petrBopeHHs. [Jis mepeBipky KOPEKTHOCTI CKOPH-
CTaeMOCSl MaTeMaTHYHUM anaparoM Teopii 0y1ou-
Hux Mmatpuis [8—10]. bynemo BBaxkaTH, 1m0 me-
PETBOPEHHST Ha OCHOBI 3alpOIIOHOBAHOT MOJETI
(1), (2) € xOpeKTHUM, SKIIO PE3yNIbTAT MOOYIOBU
o0epHeHoi Matpuui 30irca 3 0OepHEHOI MaTpu-
€10, TOOY/ZI0BaHOI0 HA OCHOBI Teopii OJOYHMX
Matpuis [8-10].

3rigHo 3 manumu (tabn. 1-2) [4] mpencra-
BUMO:

G*=Ggs, Ff=Fts, F¥ =Fk.

OCKUIBKHU G]6(,5 —>Gg’5 , Fé"s - F(‘is , Fsk’6 —>Fg’3 ,
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s 3pydHOCTI NPOBEICHHS MaTeMaTh4-
HHX PO3paxyHKiB npuitMemo [4]
21.15%12:%215722 €101} — mximni zani ans
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Omnepanii kpunTorpagivyHoro nepeTBopeHHs
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[lepeBipuMO TPaBUIIBHICTH OTPUMAHOTO
pesynbTaTy, BUKopucTaBmm (opmyny Dpobeni-
yca [8-10].

YMoOBa HEBUPOKECHOCTI (HECHHTYIISIPHOC-
Ti) MaTpulli 4 € HEOOXiHOIO 1 TOCTATHHOKO IJIS
icHyBaHHA OOEpHEHOI MaTpHili ATl [8]. Sxmo
Bu3HayHUK detA # 0, To MaTpuusg A Mae obep-
HEHY A7l [8].

A — HeBHpOJKEHa MaTpHIll, fKa € OI0d-
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KBajpaTHUMU Onokamu [9] A i D, To 3 HeBupo-
IpKeHocCTl BUmInBae, mo detA #0 1 detD#0.
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[IpoBiBIIM BiMOBIIHI MAaTEMaTH4YHI 00YH-
CIICHHSI, TIEPEBIPUMO, UM BHKOHYETHCSA PiBHICTb
(3) nns obepueHOT MaTpu [8].

Lo )t
G 4 E 0] o1 11[[01 01
Aoshes = Aes A“{o 5}0001X0011=
00110010
1000
0100
“loo 1o
0001

s mepeBipka TmOKa3aja IMPAaBHILHICTb
3HAXOKEHHSI 00EPHEHOT MaTPHIII.
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o B w)@F (wy)
tBoperHss G5 = q
Fy(wy)

3anponoHoBanoi mozeni (1), (2) 3 pe3yabraToMm
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Ha OCHOBI Teopii 6J1ouHUX MaTpuIh (7).
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[lepeTBOpEeHHST HA OCHOBI 3aIPOIIOHOBAHOT
mogeni (1), (2) € KOpEeKTHUM, OCKUIbKU pPe3yiib-
TaTH po3paxyHkiB (7) Ta (8) 30irmucs.

Hexait G* =G&g, FF=Fs, B =Ff;.
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3rigHo 3 maHumu (tadi.1-2) [4] npencra-
BHMO MaTpPHIIIO 4.

K
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Jiist iboro BHMAAKY 3TigHO 3 (5), (6) Mat-
punis As g — BUPOKEHa.

A 3rigHo 3 [8] mia icHyBaHHS OOEpHEHOT
Matpuii A~ TOTPiGHO BUKOHAHHS YMOBH HEBH-
POIKEHOCTI MaTpHIli 4.

VY Bumagkax oOMe)keHb Ha MaTeMaTUYHUI
amapar OJIOUHMX MaTpHLb CKOPHUCTAEMOCS MaTe-
MaTHYHHM anapaToM TepeBipKU KOPEKTHOCTI
CHHTe30BaHOi o0epHeHoi Marpui. [IpencraBumo
00EpHEHY MaTpPHUII0 Ha OCHOBI 3alpONOHOBaHOI
mozeni (1), (2) Ta mepeBipruMO, YW BUKOHYETHCS
piBHICTE (3) 115t 06epHEHOT MaTpuii [8].

PesynpTar 00epHEHOTr0 MEPETBOPEHHS 3a-
nportoHoBaHoi Moxedi (1), (2) Oyne HacTymHHUM:
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[IpoBiBmIK BigNOBiHI MaTeMaTU4HI 00YH-
CJICHHS, MiACTaBUBIIM Yy Bupas (3) oTpumani pe-
3yJIbTaTH, EPEBIPUMO, Y BUKOHYETHCS PIBHICTD
Ut 00epHeHo1 Matpuili [8].
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Ileit pesynapTaT mMoOKa3aB MPABHILHICTh
3HAXO/DKEHHSI 00CPHEHOT MAaTPHIIi 32 TOMOMOTOFO
3aMpOIOHOBAHOT MOJICIII.

Hexaii G* =G¢, Ff = FXq, FY = FX, .
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[ToOynyemMo oOepHEHY MAaTPHIIFO Ha OCHOBI
MOTIEPEHIX PO3PaXyHKIB:
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[lepeBipumo BuKOHaHHS PiBHOCTI (3) st
obepHenoi marpui [8].
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Hux Matpuisb (10).
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[leperBopenns Ha ocHOBI (1), (2) € KOpek-
THUM, OCKIJIBKH pe3yNbTatu po3paxyHkis (10) ta
(11) 36irmucs.

Hexait G* =G 3, FX =F¥q, F¥ =FX;.
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OCKiNbKH G]gg - G%‘ﬁ , F5k,6 - Fgﬁ )

Fé(’:}, - F§6 , To 3rijHo 3 (1), (2) oTpuMaemo:

| F @) @F (z)

= & obepHeHe
K (z1)

K
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Fld(Wz)
E§ (w)) ®FS (w5)

[lepeBipuMO KOPEKTHICTh MOOYJOBAHOTO
00EpHEHOT0 NMEePETBOPEHHSI.
3rigHo 3 manumu (tabn. 1-2) [4] mpencra-

HIEpETBOPEHHS Oy 1e G§,6 =

BUMO MaTpuuio Ag 3.

K K
Gk _{Flk(zl)®1:2k(z2)}_ Fs6(21) ®Fg3(z2) |
63 = = =
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212925192y,
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Jns uporo Bumanky 3rimHo 3 (5), (6) mat-
putst A, ; — Bupomkena. st icHyBaHHs 06ep-

HEHOI MaTpHIl A7 NoTpiOHO BUKOHAHHS YMOBHU
HEBUPOPKEHOCTI MaTpuili A [8].

[IpencraBumo oOepHEHY MaTpHILIO Ha OC-
HOBI 3aIPOTIOHOBAHOI MOJIEINI Ta HEPEBIPUMO, YU
BUKOHY€ETHCS PiBHICTH (3) A1 00epHEHOI MaTpu-
ui [8].

[IpoBiBIIK BiAMOBIIHI MAaTEMAaTH4YHI 00YH-
CJICHHSI, TiJICTaBUBINK Y BUpa3 (3) orpuMani pe-
3yJIbTaTH, NEPEBIPUMO, YA BUKOHYETHCS PIBHICTh
Jutst o0epHeHoi Matpuii [8].
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Leit pesynbraT TMOKa3aB MNPaBHIbHICTh
3HAXO/KEHHSI 00EPHEHOT MaTPHIIi 33 TOTIOMOT' 00
3amponoHoBaHoi Mogeni. KopekrHicth MaTema-
TUYHOT MOJIE/I MOOYA0BU 00EPHEHOTO IPYIIOBOTO
MaTPUYHOT'O KPHUITOrpadiqHOro MNepeTBOPEHHS
nepeBipeHa Ha MOBHUX MHOXXHMHAX TPYIMOBHX 1
HEerpymoBuX onepartii (tabmn. 1, 2) [4].

Crhix Big3HAUWTH, IO 3aMPONOHOBaHA
MOJieNb TOOYZI0BH 0OEPHEHOTO TPYIOBOTO MaT-
PUYHOTO  KPUNTOTpadidHOTO  MEPEeTBOPEHHS
3a0e3nedye KOPEKTHHH CHHTE3 OOEPHEHOro
MEPETBOPEHHSI NpPHU BiJICYTHOCTI HErPyNOBUX
orepauiii Ha OCHOBHIH JiaroHayi MaTpuli Irpy-
nmoBoi oneparii. B Teopii 0iouHnMx mMatpumsb [8,
A B
C D

KBagpaTHuMu Onokamu A i D, to 3 ii HeBupo-
JokeHocTi BuruinBae, mo detA =0 i detD=#0,
SKIIO X HAaBIaKH, BBAKAETHCS BUPOJKCHOIO 1
o0epHeHe TepeTBOPEHHS I I[i€] MATPHII TO-
OyayBaTH HEMOXJHMBO. TakoX HE BHUKOHYETHCS

9] axmo maTpuus { } — HEBUPOJKEHA 3

o 1.1, |E O "
piBHICTh AA™ =AT A= o E U1t 00epHEHO1

Matpuili [8].

BucHoBok. Y cTarTi Ha OCHOBI y3aranib-
HEHHS OTPHUMAaHHUX pPE3yJbTATIB PO3TISHYTO 1
TEOPETUYHO OOIPYHTOBAHO MEPEBIPKY KOPEKTHO-
CTI 3alpOINOHOBAHOI MaTeMaTHYHOI MOAENI Io-
Oy/lIOBH MPSIMOTO Ta OOEPHEHOTO JBOXOIEPaH/I-
HOT'O TPYNOBOI0 MaTpHUYHOTO KPUOTOrpadidHOro
NEPETBOPEHHS 32 JIOTMIOMOTOI0 MaTeMaTHYHOTO
arapaty Teopii OJJOUHMX MAaTPHIIb. 3HAXOKCHHS
00epHEHOT MaTpUIi IS JABOXOIEPAHIHOTO TPY-
MOBOTO MATPUYHOTO KPUNTOrpadivyHOTO Meper-
BOPEHHS 32 JIOTIOMOTO0 3alIPOTIOHOBAHOI MOAENI
3a0e3redye 3MeHIIIEHHS CKJIATHOCTI 00YHCIICHb.



Cepia: TexHiuHi Hayku

1/2018

10.

Cnucok Jitepatypu

Kpunrorpadpuyeckoe KoaupoBaHHE: KO
moHorpadis / mon pen. B. H. Pynaunkoro,
B. A. MunsueBnua. XapokoB: lenpas yca-
npoa maroc, 2014. 240 c.

babenko B. I'., Menbnuk P. I1., 'ongap C.B.
Omninka e()eKTUBHOCTI BHKOPHCTAHHS OIIe-
pamiii  KpunTorpadivHOro IMepeTBOPEHHS.
Bicnux  inocenepnoi  axademii  Ykpainu.
Bum. 2. Kuis, 2014. C. 39-41.

Haykoemkue TexHONIOTHH B MHPOKOMMYHH-
Kausix: o0paboTka nHpopmauu, kuobepoe-
300acHOCTh, HH(pOpMannoHHas 0oprba: Mo-
Horpadus / mox obmi. pex. B. M. Be3-pyka,
B. B. bapannuka. Xapskos: Jlugep, 2017.
600 c.

Pynaunekwmii B. M., Cucoenko C. B., Mens-
auk O. ., IlycroBiT M. O. ocmimkeHHs
METOJy IJBHUIICHHS CTIHKOCTI KOMII FO-
TEPHUX KpUNTOrpadidHuX aaropuTMiB. Bic-
Huk Yepkacvko2o 0epicasHo20 mexHoni02iy-
Hozo yHigepcumemy. Cepis: Texuiuni nayxu.
2017. Ne 3. C. 5-10.

badenko B.T'., Pyaauupkuit C. B. Peaniza-
1is MeToxy 3axucty iHdopmauii Ha OCHOBI
MaTpUYHUX oOmepauidl KpunrorpadiyHoro
neperBopeHsa. Cucmemu 06podxu ingop-
mayii. 2012. Ne 9 (107). C. 130-139.
Cucoenko C. B., Menpuuk O.T'., Ilycro-
BiT M. O. Cunte3 omepaiiii 00epHEHOro
IPYMOBOTO MaTPUYHOTO KpunTorpadigHoro
nepeTBopeHHs iH(opmanii. Bicuux Yepxa-
CbK020 0epIHCaABHO20 MEXHON02IYHO20 VHi-
eepcumemy. Cepia: Texniuni nayku. 2017.
Ne 4. C. 118-125.

Cucoenko C. B.,, Menpauk O. . [ocmi-
JOKEHHS orepaiiii 00epHEHOTO TPYIMOBOTO
MaTPUYHOTO KPHIITOrpadiuHOro MEepeTBO-
penns inpopmauii. Hayxa y xonmexcmi cy-
yacHux enobanizayitnux npoyecig: MixkHap.
HayK.-TpakT. KoH. (19 mucromana 2017 p.).
T. 10. ITonraBa, 2017. C. 44-46.
Haxoneunutii C. 1., Tepewenko T.O., Poma-
uiok T. [1. Exonomerpist: migpyunuk. Bun.
3-te, nomn. ta nepepod. Kuis: KHEY, 2004.
520 c.

®danees JI. K. Jlexuuu mo anredpe: yueOHOE
mocobue s By30B. MockBa: Hayka, 1984.
416 c.

Tl'antmaxep @. P. Teopus Matpuu. 5-¢ usm.
Mockasa: ®uszmariaur, 2004. 560 c.

73

References

Cryptographic coding (2014): a collective
monograph under the ed. of V.N.Rud-
nitsky, V. Y. Milcevich. Kharkiv: Schedraya
Usadba Plus, 240 p. [in Russian].

Babenko, V. G., Melnyk, R. P. and Gon-
char, S.V. (2014) Evaluating the
effectiveness of using cryptographic

transformation operations. Visnyk inghener-
noyi akademiyi Ukrainy, No. 2. Kyiv,
pp- 39-41 [in Ukrainian].

High technologies in infocommunications:
information ~ processing,  cybersecurity,
information struggle (2017): monograph
under the ed. of V. M. Bezruk, V. V. Ba-
rannyk. Kharkov: Lider, 600 p. [in Russian].
Rudnitsky, V. M., Sysoenko, S. V., Mel-
nyk, O.G. and Pustovit, M. O. (2017)
Investigation of the method of increasing the
stability =~ of computer  cryptographic
algorithms. Visnyk Cherkaskogo
derzhavnogo tehnologichnogo universitetu.
Seria: Tehnichni nauky, No. 3, pp. 5-10 [in
Ukrainian].

Babenko, V. G. and Rudnitsky, S. V. (2012)
Realization of the method of information
protection on the basis of matrix operations
of cryptographic transformation. Systemy
obrobky informatsiyi, No. 9 (107), pp. 130-
139 [in Ukrainian].

Sysoenko, S. V, Melnyk, O. G. and Pusto-
vit, M. O. (2017) Synthesis of operations of
inverse  group  matrix  cryptographic
information transformation. Visnyk
Cherkaskogo derzhavnogo tehnologichnogo
universitetu. Seria: Tehnichni nauky, No. 4,
pp- 118-125 [in Ukrainian].

Sysoenko, S. V. and Melnyk, O. G. (2017)
Investigation of operations of inverse group
matrix cryptographic information
transformation. Nauka u konteksti suchasnyh
hlobalizatsiynyh procesiv: Internat. sci.-
pract. conf. Vol. 10. Poltava, pp. 4446 [in
Ukrainian].

Nakonechny, S. I., Tereshchenko, T. O. and
Romanyuk, T. P. (2004) Econometrics. 3™
ed. Kyiv: KNEU, 520 p. [in Ukrainian].
Fadeev, D. K. (1984) Lectures on algebra.
Moscow: Nauka, 416 p. [in Russian].
Gantmacher, F. R.  (2004) Theory of
matrices. 5™ ed. Moscow: Fizmatlit, 560 p.
[in Russian].



pISSN 2306-4412 / elISSN 2306-4455 BicHuk YepkacbKkoro aepxaBHOro TeXHONOriYHOro yHiBepcuTeTy

Ye. V. Lanskykh, Ph.D., associate professor,
associate professor of the department of information security and computer engineering
e-mail: yevhenlanskykh@gmail.com,
S. V. Sysoienko, assistant lecturer
of the department of information security and computer engineering
e-mail: s.sysoienko@gmail.com,
Cherkasy State Technological University
Shevchenko blvd, 460, Cherkasy, 18006, Ukraine

STUDY OF MATHEMATICAL MODEL OF TWO-OPERAND GROUP MATRIX
CRYPTOGRAPHIC TRANSFORMATION

The article considers and theoretically substantiates the results of checking the correctness of
the proposed mathematical model for constructing a direct and inverse two-operand group matrix
cryptographic transformation using mathematical apparatus of block matrix theory. According to the
results of the research, the correctness of mathematical model for constructing an inverse group ma-
trix cryptographic transformation has been established, which is tested on complete sets of group and
non-group operations. The proposed model for constructing an inverse group matrix cryptographic
transformation provides the correct synthesis of inverse transformation in the absence of non-group
operations on the main diagonal of the matrix of group operation. The obtained results confirm the
correct construction of inverse transformation on the basis of the proposed model, the implementation
of which provides a reduction in the complexity of calculations. This result has shown the correctness
of finding the inverse matrix with the help of proposed model.

Key words: direct and inverse cryptographic transformation, two-operand cryptographic trans-
formations, model correctness, matrix operation.
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